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Acceptable Use of Computing and Electronic Resources Policy

The University Of North Carolina At Greensboro
(Approved by the Chancellor, July 19, 2004)

(FormerlyComputer Use Policy for University Employees andComputer Use Policy for University Sudents;
Approved by Chancellor Sullivan, May 13, 1998)

I. Purpose
The purpose of this policy is to outline the acebje use of computer and information technologgueses provided
by The University of North Carolina at Greensbdrerginafter "the University") to University studenemployees,
and authorized affiliates. Inappropriate use expalse University to risks, including breach of meral computer
security, exposure of restricted data, compromigetwork systems/services, detriments to technopmgformance,
and legal liability. Information Technology Servicghereinafter "ITS") is committed to protectingdnts, employees,
affiliates, and the University from illegal or dagirag actions by individuals, either knowingly orkumowingly.

In support of the University’s mission, ITS providiechnology and electronic information systemsluiging but not
limited to computer equipment, software, operatiggtems, storage media, and network accounts pngvidectronic
mail, web browsing, and file transfer, that are pheperty of the University. These systems arectaied only for
business and academic purposes in serving the#tseof the University in the course of normal agiens.

Il. Scope
This policy applies to students living on campusnmuting students and their guests while on thevéisity campus,
University employees (including student employeeshtractors, consultants, temporaries, and otloekavs at the
University, including all personnel affiliated withird parties. This policy also applies to any rbemof the University
community who accesses the campus network fromaffpus locations. It also applies to non-affilisslefined in
the Security of Networks and Networked Data Palicy

This policy applies to all equipment that is owrmedeased by the University and governs activitypersonal
machines while on the University campus as we#llaBsommunications to and from the University wiolé campus.
The University generally does not monitor matemégliding on University computers housed within igaie domicile
or on non-University computers, whether or not scamputers are attached or able to connect to camgtwvorks.

lll. Policy

A. General Use and Ownership
It is the responsibility of every University studeemployee and affiliate who deals with informatand/or
information systems to know these guidelines, ancbinduct his or her activities accordingly.

Students and employees using personal machinedensybject to restricted network access and mayhml
permitted access to data that is classified asguhtler theData Classification PolicyStudents and employees
may not access restricted data on personal macekeept for purposes and practices authorized dy th
appropriate Data Trustee or Data Steward undeD#ie Classification Policy

Students and employees are permitted to use Uitixersned machines in computer labs and in public
locations after authenticating with the centralaot database. Any public non-authenticated ace#iske
restricted to limited network resources for specifiefined purposes.

There should be no expectation of privacy in théemi@ sent or received when using the Universégmork,
University computer systems, or third-party vendpplications provided by the University (e.g., Gleogmail
services). For security, legal or policy compliangeality of service, and network maintenance pseso
authorized individuals within ITS may monitor egoient, systems, and network traffic. General comeview

9/24/2007 3:30 P!



Acceptable Use of Computing and Electronic ResauRwicy, The Uni... http://its.uncg.edu/Policy_Mafihcceptable_Us

will not be undertaken, although monitoring of camitmay occur for the reasons stated above.

All data created or received for work purposes emttained in University electronic files, servaysg-mail
depositories are public records. Public Recordsiaadable to the public unless specifically protad from
general viewing by law or contract. See ega Classification PolicyAll public records are to be maintained
and disposed of according to state approved recetdstion and disposition schedules. Baklic Records
Law.

Students and employees are responsible for exegajsiod judgment regarding the use of technologly an
information systems. Use of these systems is pthiwith the following restrictions:

i. The use is lawful under federal or state law.
ii. The use complies with applicable University pokcénd guidelines.

iii. The use is not prohibited by Board of Governorsniversity policies, including rules regarding
academic integrity, harassment (including sexued$sment), and discrimination on the basis of any
federally protected characteristic or sexual oggan.

iv. The use does not result in commercial gain or peipaofit (other than allowable under University
intellectual property policies) and does not vieltie North Carolina Umstead Act. That Act prolsibit
government agencies from competing with the pricat@mercial activities of North Carolina citizens.

v. The use does not violate federal or state lawsroveysity policies on copyright, trademark, or safte
licensing.

vi. The use does not intentionally or unintentionalhgidoad University computing equipment or systeans,
otherwise harm or negatively impact the systemifopmance or the support of such systems.

vii. Communications originating from the user are ideedias such and the user assumes responsibitity fo
all communication originating from equipment or agots assigned to that user. In the case of sgcurit
breaches related to accounts or equipment belongitige user, the user acts quickly to report ardect
the situation.

viii. The use does not attempt to circumvent system ibgouiin any way attempt to gain or provide
unauthorized system or network access.

ix. All resources and data accessed are protectecehystér according to the standards set forth in the
Security of Networks and Networked Data PolanydData Classification Policy

X. Reasonable personal use does not state or implelsity sponsorship or endorsement and must not
interfere with an employee’s job performance oivé@s which directly support the University missai

Individual departments may create additional guidel concerning use, as long as such guidelineis are
accordance with this and other University policies.

B. Security and Proprietary Information
To protect the integrity of the campus network ang data stored there, users must adhere tBdherity of
Networks and Networked Data Policy

Any information that users consider sensitive dnetable and any information that is deemed rdstlicnder
federal or state law should be protected. For duieg on information classification, see the Unsigf's Data
Classification PolicyFor guidelines on protecting e-mail and otheagdedfer to ITS's Help Desk and online
resources.
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C. Unacceptable Use
Under no circumstances is a student or employéeeof/niversity authorized to engage in any actithigt is
illegal under local, state, federal, or internasiblaw, while utilizing University-owned resources.

Employees may be exempted from "unacceptable es#lations during the course of their legitimaitb j
responsibilities (e.g., ITS systems and networksiatration staff may need to disable the netwaxrgess of a
host, if that host is disrupting production sergice

The list below provides a framework for activitibst fall into the category of unacceptable uses itot all
inclusive, but is intended to give examples oftihpe of activities that are prohibited.

i. Prohibited System and Network Activities
The following activities are strictly prohibited it noted exceptions:

a. Violations of the rights of any person or compangtected by copyright, trade secret, patent, or
other intellectual property, or similar laws or uégions, including, but not limited to, the
installation or distribution of "pirated" or othsoftware products that are not appropriately
licensed for use by the user or device.

b. Unauthorized replication or use of copyrighted mateexcept where such copying qualifies as
"Fair Use."

c. Exporting software, technical information, encrgptisoftware or technology in violation of
international or regional export control laws. Legaunsel and appropriate management should be
consulted prior to export of any material thanigjuestion.

d. Intentionally or recklessly introducing or transtinigy destructive or malicious programs such as
viruses into the network or networked devices.

e. Revealing account passwords to others or allowsggaf accounts by others. This includes family
and other household members.

f. Using a computing asset to actively engage in pioglor transmitting material that is in violation
of state/federal law or University policies.

g. Originating from any University account or equiprheammercial offers of products, items, or
services in violation of the Umstead Act.

h. Effecting security breaches or disruptions of neknemmunication such as accessing data of
which the employee is not an intended recipiemgilog into a server or account that the employee
is not expressly authorized to access, attemptingtércept others’ passwords, or impersonating
another user.

i. Port scanning or security scanning is strictly jdad, with one exception. Individual host
port/security scanning is allowed only with perriossfrom the administrator of the target host.
Authorized ITS employees are permitted to port/gecacan as part of their normal job duties.

j- Executing any form of network monitoring which wiilitercept data not intended for the
employee’s host. Authorized ITS employees are frehio monitor network traffic data as part of
their normal job duties.

k. Circumventing user authentication or security of bost, network, or account.
I. Interfering with or denying service to any user.

m. Using any program/script/command, or sending messafjany kind, with the intent to interfere
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V.

VL.

with, or disable, a user's terminal session, viaraaans, locally or via the network
ii. Prohibited E-mail and Communications Activities
The following activities are strictly prohibitedjtiw no exceptions:
a. Forwarding restricted University e-mail to unaufked recipients.

b. Sending unsolicited mass e-mail messages withaytgprunit authorization, posting unsolicited
and inappropriate list/web/newsgroup messagesjdin the sending of "spam" (junk e-mail) or
other commercial advertising material to individual

c. Any form of harassment via means such as e-maiairt messaging, telephone or paging, whether
through language, frequency, or size of messages.

d. Unauthorized use/deliberate disguising of the seadéorging of e-mail header information.
Alteration of content of an e-mail message origimfrom another sender with intent to deceive.

e. Hosting an e-mail transport/relay service outsifisupported and authorized ITS systems.

f. Solicitation of e-mail for any other e-mail addresther than that of the poster's account, with the
intent to harass or otherwise misuse e-mail regsurc

g. Creating or forwarding "chain letters" or "pyransichemes" prohibited by law.

h. Activities in violation of theElectronic Records Retention Policy

Enfor cement

ITS will enforce theAcceptable Use of Computing and Electronic Resources Policy and establish standards,
procedures, and protocols in support of the politsers shall be notified of thieceptable Use of Computing and
Electronic Resources Policy upon initial request for University computing aaags.

Violations of thisAcceptable Use of Computing and Electronic Resources Policy may result in suspension or
termination of access to computing accounts, thear& and networked resources, and/or other Unityeosvned
technology devices. Any violation of this policy ByUniversity student is subject to the StudenteéCaidConduct in the
student handbook. For employees, any violatiomisfpolicy is "misconduct” under EPA policies (figuand EPA
non-faculty) and "unacceptable personal conduaoleni$PA policies, including any appeal rights staterein.
Violations of law may also be referred for crimimalcivil prosecution.

Review
The Chancellor has approved theceptable Use of Computing and Electronic Resources Policy and the Information
Security Committee will periodically review the py as appropriate.

Linksto Related University Palicies

Data Classification Policy

Enterprise Systems Policy

Security of Networks and Networked Data Policy

Standards for Computer and Related Technology (&g Products List)
Electronic Records Retention Policy

Wireless Communications Policy
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