I1.

700.1.7
Adopted: 06/14/05

ELIZABETH CITY STATE UNIVERSITY
Computer Use Policy for Students

Introduction

The Elizabeth City State University (hereinafter “University’’) computing and
telecommunications networks, computing equipment and computing resources are owned
by the University and are provided primarily to support the academic and administrative
functions of the University. The use of this equipment and technologies is governed by
federal and state law, and University policies and procedures. Addition rules and
regulations may be adopted by various divisions/departments to meet specific
administrative or academic needs. Any adopted requirements must be in compliance with
applicable federal and state laws, and this policy.

Regulatory Limitations

A. The University may monitor access to the equipment and networking structures and
systems for the following purposes:

1. To insure the security and operating performance of its systems and networks.
2. To enforce University policies.

B. The University reserves the right to limit access when federal or state laws or
University policies are violated or where University contractual obligations or
University operations may be impeded.

C. The University may authorize confidential passwords or other secure entry
identification; however, students have no expectation of privacy in the material sent
or received by them over the University computing systems or networks. While
general content review will not be undertaken, monitoring of this material may occur
for the reasons specified above.
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The University generally does not monitor or restrict material residing on University
computers housed within a private domicile or on non-University computers, whether
or not such computers are attached or able to connect to campus networks.

All material prepared and utilized for work purposes and posted to or sent over
University computing and other telecommunications equipment, systems or networks
must be accurate and must correctly identify the creator and receiver of such.

Any creation of a personal home page or a personal collection of electronic material
that is accessible to others must include a disclaimer that reads as follows:

The material located at this site is not endorsed, sponsored or provided by or on
behalf of the University.

Permissible Use

Students are expected to follow this policy and any related University rules, regulations
and procedures for University work produced on computing equipment, systems and
networks. Students may access these technologies for personal uses if the following
restrictions are followed:

A.

B.

The use is lawful under federal or state law.
The use is not prohibited by Board of Governors, University or institutional policies.

The use does not overload the University computing equipment or systems, or
otherwise harm or negatively impact the system’s performance.

The use does not result in commercial gain or private profit (other than allowable
under University intellectual property policies).

The use does not violate federal or state laws or University policies on copyright or
trademark.

The use does not state or imply University sponsorship or endorsement.

The use does not violate state or federal laws or University policies against race or
sex discrimination, including sexual harassment.

The use does not involve unauthorized passwords or identifying data that attempts to
circumvent system security or in any way attempts to gain unauthorized access.

Suspension of Privileges by System Administrator

A.

The University's System Administrator may suspend a student's access privileges for
as long as necessary in order to protect the University's computing resources. As soon



