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UNC-Chapel Hill Data Networ k Acceptable Use
Policy
Overview

The University of North Carolina at Chapel Hill'stwork Acceptable Use Policy ("AUP") sets forth
the standards by which all students, faculty, stafid authorized guests (hereafter referred to
collectively as "User(s)") may use the shared Ursitg of North Carolina at Chapel Hill network. The
use of UNC-Chapel Hill's network resources includall electronic communication systems and
equipment (hereafter referred to collectively as tNC-Chapel Hill Network™) is a revocable
privilege.

The UNC-Chapel Hill network is provided to supptré University of North Carolina at Chapel Hill
business and its mission of education, service,rasdarch. Any other uses, including uses that
jeopardize the integrity of the UNC-Chapel Hill M&trk, the privacy or safety of other Users, or that
are otherwise illegal are prohibited.

By using or accessing the UNC-Chapel Hill Netwddsers agree to comply with the Network AUP
and other applicable UNC-Chapel Hill policies whiglay be implemented from time to time, as well
as all Federal, state, local laws and regulatitrssng and/or accessing the UNC-Chapel Hill Network
without proper authorization is strictly prohibited

|. Principles

General guidelines for acceptable use of the UN@geh Hill Network are based on the following
principles:

1. Users are expected to behave responsibly with cddpahe UNC-Chapel Hill Network at all
times.

2. Users are expected to respect the integrity andé¢learity of the UNC-Chapel Hill Network.

3. Users are expected to behave in a manner consistdntUNC-Chapel Hill's mission and
comply with all applicable laws, regulations, antl©-Chapel Hill policies.

4. Users are expected to be considerate of the ndeather Users by making every reasonable
effort not to impede the ability of others to ube tUNC-Chapel Hill Network and show
restraint in the consumption of shared resources.

5. Users are expected to respect the rights and pippé&pthers, including privacy, confidentiality
and intellectual property.

Users shall avoid unnecessary network traffic anidrierence with other users.
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Il. Prohibitions

The following activities are specifically prohibde

1. Users may not attempt to disguise their identity tdentity of their account or the machine that
they are using. Users may not attempt to impersoaabther person or organization. Users may
not appropriate the University of North CarolinaGitapel Hill's name, network names, or
network address spaces.

2. Users may not attempt to intercept, monitor, for@égr or destroy other Users' communications.
Users may not infringe upon the privacy of othempaters or data. Users may not read, copy,
change, or delete another User's data or commuaitatvithout the prior express permission of
the owner.

3. Users may not engage in actions that disrupt arfate with the legitimate use by other Users
of any computers and/or networks, including the URRapel Hill Network, that interfere with
the supervisory or accounting functions of the sgst, or that are likely to have such effects.
Such conduct includes, but is not limited to: ptagrof unlawful information on the system,
transmitting data or programs likely to result hetloss of an individual's work or system
downtime, sending "chain letters" or "broadcast'ssages to lists or individuals, or any other
use that causes congestion of any networks orferes with the work of others, i.e. spam.

4. Users may not distribute or send unlawful commumnases of any kind, including but not
limited to threats of violence, obscenity, childrpography and/or harassing communications (as
defined by law).

5. Users may not attempt to bypass network securitghraeisms, including the UNC-Chapel Hill
Network, without the prior express permission o thwner of that system. Possession of tools
that bypass security or probe security, or of filest may be used as input or output for such
tools, shall be considered as the equivalent tt sucattempt. The unauthorized scanning of the
UNC-Chapel Hill Network is also prohibited.

6. Users may not engage in the unauthorized copyiiggrilduting, altering or translating of
copyrighted materials, software, music or other medthout the express permissions of the
copyright holder. Information on the Digital Millearum Copyright Act can be found at:
http://www.copyright.gov/legislation/dmca.pdf antetCopyright Act at:
http://www.copyright.gov/title17/.

7. Users may not use the UNC-Chapel Hill Network fovate business, commercial or political
activities, fundraising, or advertising on behalfin@mn-UNC-Chapel Hill organizations, unlawful
activities or uses that violate other UniversityNdrth Carolina at Chapel Hill policies. Users
may not extend or share the UNC-Chapel Hill Network

8. Users may not violate any laws or ordinances, idicig, but not limited to, copyright,
discrimination, harassment, and/or export controtee University of North Carolina at Chapel
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Hill may contact local or federal law enforcementteorities to investigate any matter at its sole
discretion.

9. Users are not permitted to connect any networkas/pr systems (including but not limited to
switches, routers, wireless access points, VPNd faewalls) without advance notice to and
consultation with ITS Telecommunications at UNC-pakHill (see
http://help.unc.edu/?id=3742 for a full descriptioihthe Network Infrastructure Policy in this
regard).

IIl. Review and Penalties

In appropriate circumstances, the University of tdaCarolina at Chapel Hill reserves the right to
review and/or monitor any transmissions sent oenesd through the UNC-Chapel Hill Network, at its
sole discretion.

Penalties for violating the Network AUP may incluastricted access or loss of access to the
UNC-Chapel Hill Network, termination and/or expwsifrom the University of North Carolina at
Chapel Hill and in some cases, civil and/or crinhiinability.

The University of North Carolina at Chapel Hill ezges the right to update or revise the Network
AUP or implement additional policies in the fututésers are responsible for staying informed about
UNC-Chapel Hill policies regarding the use of cortgguand network resources and complying with
all applicable policies. ITS Networking shall prdei notice of any such modifications or amendments
by email to the UNC-CH Support and CTC mailingdisAny such modification shall be effective
immediately upon notice being provided regardlefswloether subscriber actually reads such notice.
The current version of this policy can be foundch#p://help.unc.edu/?id=1672.

V. Additional IT Acceptable Use Policies

Additional policies related to the acceptable uketber IT systems and services at the University o
North Carolina at Chapel Hill can be foundhdtp://help.unc.edu/?trail=1597.

Dated 16 April 2007
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